NHO®OPMALIMOHHASA ITAMATKA
JJIAA OBYUYAIOIIUXCA JJIAA PASMEIHIEHUSA
HA O®PUIHNAJIBHBIX UHTEPHET-PECYPCAX

C KaxaplM TOJOM MOJOJIC)KU B HWHTEPHETE CTAaHOBUTHCS OOJbIIE, a
IIKOJBHUKU OJHU M3 CaMbIX AKTHUBHBIX NoOjdb30Barenerd PyHera. Mexay tewm,
MIOMHUMO OTPOMHOTO KOJIMYECTBAa BO3MOKHOCTEH, MHTEPHET HECET U MPOOJIEMBI.
OTa naMsATKa JOJKHA MOMOYb TeOe 0e30acHO HAXOAUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KomnproTepHblld BHPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX IMPOrPAMM,
OTJIMYUTENBHON OCOOEHHOCTBIO KOTOPOH SIBJIAETCS CIIOCOOHOCTh K Pa3MHOKEHHUIO.
B nononneHne k 3TOMy, BUPYCBhl MOTYT HOBPEAUTH WJIU MOJTHOCTBIO YHUUYTOXKUTH
Bce (pailsibl M JaHHbBIE, TOAKOHTPOJIBHBIE MMOJIB30BATENI0, OT UMEHU KOTOPOTo ObLIa
3amylleHa 3apa)K€HHas MporpamMma, a TaKKe MOBPEAUTh WIIU JaXK€ YHUUYTOXKUTh
OIEpallMOHHYI0 CUCTEMY CO BceMM (ainamu B LeJoM. B GonplIMHCTBE ciyyacB
PacIpOCTPAHSIOTCS] BUPYCHI YEPE3 UHTEPHET.

MGTO}IBI 3alIUThI OT BPCAOHOCHBIX ITPOrpaMM:

1. I/ICHOHBSYﬁ COBPCMCHHBIC OIICPAIUOHHBIC CUCTCMbI, UMCIOIIINC CCpBG3HBII>i
YPOBCHBD 3alIUTHI OT BPpCAOHOCHLIX IIPOTIpaMM;

2. TlocrosHHO YycTaHaBiuBai TmauTd (1U(pPOBBIE 3aIlIaTKU, KOTOPBIC
ABTOMATHYECKH YCTAaHABJIMBAIOTCS C IEJBI0 JOPAOOTKH MPOTPAMMBI) M JAPYTHE
OOHOBJICHHSI CBOEH omepanMoHHOW cucTteMmbl. CkauumBaii WX TOJBKO C
opunpampHoro cadra paspadorumka OC. Ecimm cymecTtByeT — pexum
ABTOMATHYECKOro OOHOBJICHHS, BKIIOUYH €I0;

3. PabGoraii Ha CcBOEM KOMIIBIOTEpE IIOJ TpaBaMU IIOJIL30BaTENIsd, a HE
aIMUHUCTpATOpa. ITO HE IMO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMMm
MHCTAJUIMPOBATHCS] HA TBOEM IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Hcrnonp3yid aHTHBUPYCHBIE IIPOTPaMMHBIC TPOIYKTHI  H3BECTHBIX
MIPOM3BOIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpannub Gpu3NIECKUil JOCTYI K KOMITBIOTEPY JJISI TOCTOPOHHUX JIHUIL;

6. Ucnonp3yil BHENTHUE HOCHUTENW WH(MOpMAIMU, Takue Kak (iernka, JUCK
niM (aiin U3 MHTEPHETa, TOJIBKO U3 MPOBEPEHHBIX NCTOYHHUKOB,;

7. He oTkpbIBail KOMMBIOTEpHBIC (Halibl, MOJYYCHHBIE W3 HEHAJACKHBIX
UCTOYHUKOB. Jlaxke Te aitibl, KOTOpbIEe MpUCIIal TBOM 3HAKOMBIN. JIydine yrouHnu
y HEro, OTIPAaBJIsI JIM OH TeOe UX.

Cerun WI-FI



Wi-Fi - aT0 He Buj nepenaun NaHHBIX, HE TEXHOJIOTHUS, a BCETO JIMIIb OPEH]I,
Mapka. Eme B 1991 roay HuaepnaHickas KOMIIaHMs 3aperucTpupoBalia OpeH
"WECA", urto o06o3Hauano cnoBocodyetanue "Wireless Fidelity", kotopsiii
NepeBOIUTCA Kak "OecrpoBOIHASI TOYHOCTD .

Jlo Hamero BpeMeHu Jolia apyras ab0peBuarypa, KoTopas sBISETCS TaKOH
xKe TexHojorue. Jto abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue OBLIO JaHO C
HAMEKOM Ha CTaHAapT Bbicuiedl 3BykoBoM TtexHuku Hi-Fi, uro B mnepeBoje
03Hayaer ""BbICOKAas TOYHOCTH'.

Jla, 6ecruiaTHBI MHTEPHET-IOCTYN B Kade, OTeIsIX U adpornoprax SBISETCS
OTJINYHOM BO3MOKHOCTHIO BBIXOJIa B MHTEpHET. Ho MHOrMe sKCHepThl CUUTAIOT,
yto obmieaoctynubie Wi-Fi ceTu He sBIsroTCsS 0€30MacHBIMU.

CoBeThbl 10 0€30MacHOCTH PabOTHI B 00IIEAOCTYHBIX ceTsix Wi-fi:

1. He nepenaBaii CBOO JIMYHYIO WH(pOpMAIHIO Yepe3 obieaocTynHbie Wi-Fi
cetu. PaboTtas B HUX, JKeJlaTeIbHO HE BBOJUTH MAPOJIU JIOCTYIA, JIOTUHBI U KaKue-
TO HOMEPA;

2. Ucnonb3yit u OOHOBJSIH aHTUBUPYCHBIE MpOrpaMMbl U OpaHamayep. Tem
cambIM Thl 00€30IacuIllb ce0s1 OT 3aKauKU BUpyca Ha TBOE yCTPOUCTBO;

3. Ilpu ucnonp3oBannu Wi-Fi otkimoun pyskiuio "OOmuii 1ocTyn K daitiam
u npuHTepam". laHHas (YHKIUS 3aKpbITa MO YMOJYaHHWIO, OJHAKO HEKOTOpHIE
TIOJTb30BATENIN aKTUBUPYIOT €¢ JJIs y100CTBa NCIIONb30BaHUs B paboTe WiH yueoe;

4. He wucnonp3yiét myOmwusasidi WI-FI g1 mepemaum JTUYHBIX JTaHHBIX,
HarpuMep JJ1s BbIX0/1a B COLIMAIBHBIEC CETH UJIU B DJICKTPOHHYIO TIOUTY;

5. Wcnonw3yit Tonbko 3amuiieHHoe coeaunenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoau umeHHO "https://";

6. B moOunpHOM Tenedone otkmoun (ynknuroo "loxkimrouenue k Wi-Fi
apromarnuecku". He momyckaili aBTOMaTHYECKOTO MOAKIIOUEHHS yCTPOWCTBA K
cersim Wi-Fi 6e3 TBoero cormacus.

ConuaabHble ceTH

ConmanpHble CETH aKTHBHO BXOST B HAIly KU3Hb, MHOTHE JTIOJIM pabOTAIOT U
KUBYT TaM TOCTOSIHHO, a B Facebook y»e 3apeructpupoBad MUIHApa YEIIOBEK,
YTO SBIISICTCS OJTHOM CEIBbMOM BCEX JKHUTeNel miaaHeThl. MHOTHE MOJb30BaTEeId HE
MMOHUMAIOT, YTO UHGPOPMAIMs, pa3MEIICHHAas UMU B COLMAIBHBIX CETSAX, MOXKET
OBITh HalJicHA W HCIOJb30BaHA KEM YTrOJHO, B TOM YHCJIE HE 0053aTCIBHO C
0JIaruMu HAaMEpPEHUSIMHU.

OcCHOBHBIE COBETHI 110 0€30ITACHOCTHA B COLUAIBHBIX CETIX:

1. Orpanuub cnucok fpy3eid. Y 1e0s B APY3bsiX HE JOJIKHO OBITh CIIy4allHBIX



1 HE3HAKOMBIX JIIOJICH;

2. 3amuinaii CBO 4acTHYIO *13Hb. He yka3biBaii nmaponu, Tenedonsl, aapeca,
JaTy TBOETO POXKACHUA U APYTYHO JIMUHYIO HHGOPMAIUIO. 3JI0YMBIIIICHHUKU
MOT'YT HCIOJIb30BaTh Jake HH(OpPMAIMI0O O TOM, KaKk Thl U TBOU POIUTETU
IJIAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3amuiail cCBOO penyTaluio - JEPKUA €€ B YUCTOTE U 3ajJlaBail cebe BOmpoc:
XoTed Obl Thl, YTOOBI APYTrHE IMOJIb30BATENM BUIEIH, YTO Thl 3arpyXkaeiib?
[lonymaii, mpexie 4em 4To-To ONyOJIMKOBaTh, HAIUCATh U 3arPy3UTh;

4. Ecnu Tl TOBOPHUILL C JIOABMH, KOTOPBIX HE 3HAElllb, HE HUCIOIb3YH CBOE
peanbHOE UMS U JIPYTYIO JUYHYIO MH(OpPMALMU: UMsI, MECTO >KMTEIbCTBA, MECTO
yueObl U Mpoyee;

5. Us6erait paszmemenust ¢potorpaduii B IHTEpHETE, e Tl M300pakeH Ha
MECTHOCTH, 110 KOTOPOM MOKHO OINPEJICIUTh TBOE MECTOIOI0KEHHUE;

6. Ilpu peructpanuu B COIHAIBHON CETH HEOOXOJMMO HCIOJb30BAThH
CJIOXHBIE TAPOJIH, COCTOSIINE U3 OYKB U UG U C KOJIUYECTBOM 3HAKOB HE MEHEe

8;

7. Jlnsg comuanpbHOM CeTH, TMOYTHI W JPYTUX CAUTOB HEOOXOIUMO
UCIIOJIB30BaTh pa3HbIe Mapoyid. Toraa ecinu Te0s B3JIOMAIOT, TO 3JI0YMBIIUICHHUKH
MOJIy4dat IOCTYI TOJIBKO K OJTHOMY MECTY, & HE BO BCE Cpa3y.

DJIeKTPOHHbIE IEHbI'U

DONEeKTPOHHBIE JEHBIW - ATO OYEHb YJAOOHBIM Crmoco0 IIaTekel, OJHAKO
CYIIECTBYIOT MOIIICHHUKH, KOTOPBIC XOTAT MOJYYNUTh 3TH JICHBIH.

DNEKTPOHHBIE JE€HbIM MOSBWINCH COBCEM HEIAaBHO M MMEHHO M3-3a 3TOTO BO
MHOTMX I'OCYJIapCTBax 0 CUX IIOP HE MPONUCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHr QyHKITHOHHUPYIOT M O HUX YKE ITPOMHMCAHO B 3aKOHE, I'JIe X
pa3AeisioT Ha HECKOJIBKO BUJIOB - AHOHUMHBIC U HE aHOHUMHBbIE. Pa3Hulia B Tom,
YTO aHOHHMMHBIC - 3TO T€, B KOTOPBIX pa3pelmraeTcs MPOBOJIWUTH olepanuu 0e3
WUISHTH(PUKAIINY TTOJIB30BATENsA, 2 B HCAHOHUMHBIX WJICHTH(HUKAIUS TI0JIb30BaTEIIsS
SIBIISIETCST 00SA3aTEIIHLHOM.

Taxxe criemyer pasnuyaTh DIEKTPOHHBIE (uUaTHBIE JACHBIU (PaBHBI
rOCYJapCTBEHHBbIM BajJlOTaM) W SJEKTPOHHbIE HE(pUATHBIE JEHbIU (HE pPAaBHBI
rOCYJJapCTBEHHBIM BATIOTaM ).

OcHOBHBIE COBETHI 110 O€30MaCHON PadOTe C IEKTPOHHBIMU JICHbIAMU:

1. IlpuBsiku K cueTy MOOMIBHBIN TeneoH. DTO caMblil YIOOHBIN U OBICTPHIi
croco0 BOCCTAaHOBUTH JOCTYI K cueTy. [IpuBs3aHHbIA TelepoH MOMOXET, €ClIu
3a0yJenip CBOM IUIATEKHBIA MMapoyib WM 3aifielllb Ha CalT C HE3HAKOMOTO



YCTPOMCTBA,;

2. Hcnonws3yil onHopas3oBble maponu. [locne mnepexoga Ha yCUIEHHYIO
aBTOopu3aluio TeOe yke He OyneT yrpoXaTh OMNAaCHOCTh KPaKW WIM TepexBaTta
IJIATEKHOTO MapoJIs;

3. BeiOepu cioxHbli napoib. IIpecTynHukam Oyner He MpOCTO yraaaThb
CJIO’KHBIN naposb. HajnexHsle mapoau - 3To napoJid, KOTOPbIE COAEPKAaT HE MEHEe
8 3HAKOB M BKJIOYAIOT B CeOSl CTPOYHBIE U NPOMUCHBIE OYKBbI, LUDPBI U
HECKOJIbKO CUMBOJIOB, TAKME KaK 3HaK Jojuiapa, (pyHTa, BOCKIMUIATEIbHBIN 3HAK U
T.1. Hampumep, $tROng!;;

4. He BBOJM CBOM JTUYHBIC TaHHBIC HA CalTaxX, KOTOPHIM HE JIOBEPSCIIIb.
JJIeKTPOHHAS MOYTA

DNEeKTpOHHAS TOYTa - ATO TEXHOJOTHUS M TMPEIOCTABISIEMBbIE €0 YCIYTH IO
MEPECHUIKE U MOJYUYCHHUIO JICKTPOHHBIX COOOIIEHUM, KOTOPBIE pacCIpeestoTCs B
KOMITbIOTEpHON ceTu. OOBIYHO DJIEKTPOHHBIM IMOYTOBBINA SIIUK  BBITJISIUT
cleyronmM o0pa3oM: UMs_TOJIb30BaTe s (@uMsl_toMeHa. Taxke KpoMe rnepeaun
IPOCTOT0 TEKCTa, UMEETCS BOBMOXKHOCTD Iepe1aBaTh (hailibl.

OcHOBHBIE COBETHI MO O€30MacHOM paboTe ¢ INEKTPOHHOM MOUYTOM:

1. Hamo BbIOpaTh mNpaBUIBHBIA IOYTOBBIA CepBUC. B uHTEpHETE €CTh
OTPOMHBIN BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OAHAKO JIYUILIE TOBEPSITH TEM,
KOT'O 3HACIb U KTO MEPBBIM B PEUTUHTE;

2. He ykaspiBaii B IMYHOM MOYTE JNUYHYIO MHpopMaruio. Hanmpumep, nydire
BbIOpATh "MYy3bIKaIbHBIN (haHat@" wim "pok2013" Bmecto "Temal3";

3. Hcnonp3yii NBYXATalHYI aBTOPU3AIIMIO. OJTO KOTJa IMOMHUMO TapoJs
HY’KHO BBOJIMTH KOJI, MPUChUIaeMbIi 10 SMS;

4. Beibepu C0KHBINM MAapoIIhb. [ KakKI0ro MOYTOBOTO SIITUKA JOJDKEH OBITh
CBOU HAJEKHBIM, YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnm ectp BO3MOXHOCTH HalMcaTh CaMOMYy CBOM JIMYHBIM BOIPOC,
HCIOJIb3YH 3TY BO3MOYKHOCTB;

6. Hcnosib3yil HECKOJIBKO TIOYTOBBIX SIIUKOB. [lepBbI 111 4YacTHOU
MEPENUCKU C aJpecaTamMu, KOTOPbIM Thl JOBEpSCIIb. ITO IJIEKTPOHHBIN ajapec He
HAJI0 UCIIOJIB30BaTh MPH PETUCTpAIMK Ha popymax U calTax;

7. He otkpwiBail (aiinbl U Apyrue BIOKEHHS B MUCbMAaX, AK€ €CIU OHHU
MNPUIIUIK OT TBOUX Jpy3el. Jlyuiie yTouHu y HUX, OTIPABISUIM JU OHU TeOEe 3TH
Gbailibl;

8. ITlocine oxoHuyaHus pabOTHl HA MOYTOBOM CEPBUCE NEpe] 3aKpbITUEM



BKJIaJIKH C CaiTOM He 3a0y/ib HaxaTh Ha "Beriitu".
KubepOy1iiMHI WM BUPTYaJIbHOE M31eBATEIbCTBO

KubepOymnmuar -  mpeciegoBaHue  COOOIICHUSMHU,  COAECPKAIUMHU
OCKOpOIeHUs, arpeccuiro, 3alyruBaHue; XYJIUTAaHCTBO; CollMaIbHOE
OOWKOTHPOBAHHUE C TIOMOIIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHoOBHBIE COBETHI O OOpHOE C KUOEPOYIITUHIOM:

1. He 6pocaiics B 60it. JIyumuii crmoco6: moCOBETOBaThCA Kak ce0si BECTH W,
€ClIi HEeT TOro, K KOMY MOXXHO OOpaTHThCs, TO BHadaje YCHOKOUThCSA. Ecimu T
HaYHElIb OTBEYAaTh OCKOPOJICHUSMU Ha OCKOPOJEHHs, TO TONBKO emie OoJiblie
pa3’oxoKeb KOH(IIUKT;

2. Yupasnsii cBoel kubeppernyTranuei;

3. AHOHMMHOCTH B CETH MHHMAs. CYIIIGCTByIOT CIIOCOOBI BBISICHHUTDB, KTO
CTOUT 3a aHOHUMHBIM adKKayHTOM;,

4. He crout BecTH XyJUTaHCKui oOpa3 BHUpPTyalibHOM >ku3HU. MHTepHer
(GukcupyeT Bce TBOM JEHCTBUS U COXpaHsAET HX. YAanuThb UX OyAeT KpaiiHe
3aTPYAHUTEIBHO;

5. Cobnronail CBOIO BUPTYAIbHYIO YECTh CMOJIONY;

6. UrHopupy#é enuHu4HBIM HeraTuB. OJHOpa30BbIE OCKOPOUTEIBHBIC
cooOmeHust Jydine wurHopupoBaTb. OOBIYHO arpeccus IpeKpamiaercs Ha
HayaJabHOM CTAJMU;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTIHOBEHHBIMH COOOINCHHSIMH, B
COLIMAJIBHBIX CETSIX €CTh BO3MOKHOCTH OJOKHUPOBKH OTIPABKU COOOIIEHHH C
ONpEIENICHHBIX aIPECOB;

8. Ecnu Th1 cBumerens kubepOyniauHra. TBou NeWCTBUSA: BBICTYNUTH MPOTUB
rpeciieioBaTens, IMoKa3aTh €My, 4YTO €ro JEHCTBUS OLIEHMBAIOTCS HETAaTHBHO,
MOJJIePKaTh KEPTBY, KOTOPOW HY)KHA TICHXOJIOTHYECKash IMOMOIb, COOOIIHUTH
B3pOCIIBIM 0 (haKTe arpeCcCUBHOTO MOBE/ICHUS B CETH.

MoOuabHbIN TeaedoH

CoBpeMeHHBIC cMapTHOHBI M TUIAHIIIETHI COACPKAT B ce0e BITOJHE B3POCIbII
GyHKIMOHAJI, W TEHNeph OHM MOTYT KOHKYPHUPOBAaTh CO CTallMOHAPHBIMH
KommbroTepamu. OHAKO, CPEJICTB 3aLIUTHI JJIs TTOJOOHBIX YCTPOMCTB MOKA OUYECHB
Mano. TecTupoBaHME W TIOWCK YSI3BUMOCTEHM B HHUX MPOUCXOJUT HE Tak
MHTEHCUBHO, Kak 115 1K, To ke camoe kacaeTcss 1 MOOMIIBHBIX MPHIIOKECHUM.

CoBpemeHHble MOOMIIbHBIE Opay3ephl yiKe MPAKTUYECKH TOTHAIN HACTOJIbHBIC
aHaJoru, OJHAKO paclIMpeHue (PYHKIHMOHANa BIEYET 3a C000i OoJbIyIO



CJIOXHOCTb U MCHBIIYIO 3allIUIICHHOCTD.

Jlaneko He BcCe MPOW3BOAUTEIN BBIMYCKAIOT OOHOBIICHMS, 3aKPBIBAIOIINE
KPUTUYECKHUE YSI3BUMOCTHU JIJIsi CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI JJIs1 0€30MMaCHOCTH MOOUIIBHOTO TeleoHa:

Huuero He sBnsercd mo-HacToseMmy OecruiaTHbIM. Byap ocToposkeH, Belb
Korja Tede npeasaratoT OecriaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO TUIATHBIE YCIYTH;

Hdymaii, npexzae yem otnpaBuTb SMS, ¢poTo unu Buaeo. Thl TOYHO 3HAEIb,
r7i€ OHU OYJIyT B KOHEUHOM UTOTE?

Heo0xonumo 0OHOBIISATH ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(oOHa;
Ucnonw3yii aHTUBUPYCHBIE MPOTPAMMBI JIJIsI MOOMIIBHBIX TEIE(OHOB;

He 3arpy>1<a1‘/’1 MPUIOKCHUA OT HCU3BCCTHOI'O HMCTOYHHKA, BCIAb OHU MOTYT
COACPKAThb BPpCAOHOCHOC ITPOrpaMMHOC 06€CH€"ICHI/I€;

[Tociie Toro kak ThI BBIMJCIIL C caiiTa, TJi¢ BBOJWI JIMYHYIO WH(POPMAIIHIO,
3aiiIM B HACTPOMKU Opay3epa u yaanu cookies;

HepI/IO,ZII/I‘{eCKI/I HpOBGpiIfI, KaKHC IIIAaTHBIC YCIYTH aKTUBUPOBAHBI HAa TBOCM
HOMCPC,

JlaBaii cBoil HOMEpP MOOWJIBHOTO TeleOHA TOJBKO JIOASM, KOTOPBIX ThI
3HACIIb U KOMY JIOBEpSIEIIb;

Bluetooth momxkeHn OBITH BBIKJIIOYEH, KOTJIa Thl MM HE ToOJb3yembcs. He
3a0bIBaii HHOT/Ia TTPOBEPSATH ITO.

Online urpsi

CoBpeMeHHBIE  OHJIAWH-UTPHI - 3TO  KpPacOYHbIE, 3aXBaThIBAIOIIUE
pa3BiiedyeHUs, OOBEIUHSIIONINE COTHU ThICSY 4YEJIOBEK MO BceMy mupy. Urpoku
MCCJEAYIOT JTaHHBIH UM MHp, OOIIAIOTCS IPYT C JPYTOM, BBIMOJHSIOT 3ajaHUS,
CpakaloTCd C MOHCTpaMU U TOJIy4YalOT ONBIT. 32 YIOBOJIBCTBUE OHU IUJIATAT:
MOKYMAIOT JUCK, OTUIAYMBAIOT a0OHEMEHT WJIH MPUOOPETAIOT KaKHe-TO OIIIHH.

Bce 3t cpencTBa uayT Ha NoAep;KaHUE U Pa3BUTUE UTPHI, 4 TAKXKE HA camy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHCTEMBI aBTOPHU3AllUU, BBIMTYCKAIOTCS HOBBIC
natuu (U poBbIe 3aMIaTKU ISl MPOTPAMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nogo0HBIX UTpax CTOUT OMacaThCs HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
Kpa)kH TBOETO IMapoJisi, HA KOTOPOM OCHOBaHA CHCTEMa aBTOPU3ALIMHU OOJIBIITHHCTBA
Urp.

OCHOBHBIE COBETHI IT0 0€30IIACHOCTH TBOETO HUI'POBOI'0 aKKAaYHTa:



1. Eciu npyroil urpok BeneT cels IUI0XO WIKM CO3AaeT Te0e HENPHUSTHOCTH,
3a0JIOKHPYH €ro B CIUCKE UTPOKOB;

2. Iloxanyiics agMUHHACTPATOPAM UIPBI HAa IUIOXOE MTOBEJECHHUE 3TOTO UIPOKa,
YKEJIATeJIbHO IPWIOKUTH KaKUe-TO JO0KA3aTeJIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii TuuHy0 HHQOpMALIUIO B IpOodaiisie urpsl;
4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeouImaibHbIe TATYU U MOJIBI;

6. Mcnionb3yil CIOXKHbBIE U pa3HbIE NapoJiu;

7. JJaxxe BO BpeMsl UTPbl HE CTOUT OTKJIIOYaTh aHTUBHpYC. [Ioka Thl Urpaeuip,
TBOW KOMIIBIOTEP MOTYT 3apa3UTh.

OUIINHT WA Kpaka JUYHbIX JaHHBIX

OOBIYHOM KpaXkel JIeHeT ¥ JOKYMEHTOB CETO/IHSl YK€ HUKOTO HE yIUBHIIb, HO
C PpAa3BUTHEM MHTEPHET-TEXHOJIOTUM 3JIOYMBIIUICHHUKA MEPEMECTHIINCH B
UHTEPHET, U MPOJI0JDKAIOT 3aHUMAThCS "MI0OUMBIM" 1eTIOM.

Tak mosiBUIach HOBas yrpo3a: WHTEPHET-MOIIEHHUYECTBAa WM (UIIWHT,
rJIaBHAs I€7b KOTOPOTO COCTOMT B TOJYYCHHH KOH(PHUICHIIMAIBHBIX JTaHHBIX
TIOJTb30BaTeNIel - TIOTHHOB W mapoieil. Ha anrmuiickom si3bike phishing guraeTcs
kak ¢umuHr (ot fishing - peiOHas o, password - mapossb).

OcHOBHBIE COBETHI 110 OOpHOE ¢ PUITUHTOM:

1. Cnenu 3a cBOMM akKayHTOM. EcCiIM TBI IOJ0O3peBacilb, YTO TBOS aHKETa
Oblla  B3JIOMaHa, TO HEOOXOIMMO  3a0JIOKUpOBaTb €€ H  COOOIIUTH
aJMUHUCTPATOpPaM pecypca 00 3TOM KaK MOXKHO CKOpee;

2. Wcnonp3yit 6e3ormacHbie BEO-CalThl, B TOM YHCIIC, HHTEPHET-Mara3uHoB U
ITOMCKOBEIX CHCTEM;

3. Hcnonb3yil CIOXKHBIE W pa3Hble Hapoiu. Takum oOpaszoMm, eciu TeOs
B3JIOMAIOT, TO 3JOYMBIIUICHHUKH MOJAy4aT JOCTYyH TOJBKO K OJHOMY TBOEMY
mpo(uITro B CETH, a HE KO BCEM;

4. Ecimm T1ebs B3JIOMald, TO HEOOXOAMMO TIPEAYNPEAUTH BCEX CBOUX
3HAKOMBIX, KOTOpBbIE J00aBICHBI Y T€OS B APY3bAX, O TOM, YTO TeOS B3JIOMAJH H,
BO3MOJKHO, OT TBOETO HUMEHH OYJIeT pacChIJIAThCS CIlaM M CChUIKM Ha (DPUIITMHTOBBIC
CalTBhI;

5. YcranoBu HaaexHbi mapoib (PIN) Ha MoOuIbHBIN TenedoH;

6. OTKII0YM COXpaHEeHHUE NapoJis B Opaysepe;



7. He otkpeiBail (ailnibl U Apyrue BIOKEHUS B NUCbMax, JaXXe €CIM OHU
INPUILIM OT TBOUX Apy3el. Jlydile yTouHM y HUX, OTIPABISIM JU OHU TebOe 3TU
(ainbl.

Mudposas penyranus

Hudposas penyrauus - 3T0 HEraTUBHAS WIIM MO3UTHBHAS UH(GOpPMALUs B CETU
o tebe. Komnpomerupyromas uHpopmaiys, pa3MelleHHas B UHTEPHETE, MOXKET
CEpbEe3HBIM 00pa3oM OTpa3uThCcsl Ha TBoeM peanbHOU >ku3HU. "Ludposas
penyTtauus" - 3T0 TBOM UMUK, KOTOPBIM GopMupyerca U3 uHopmanuu o tede B
UHTEpHETE.

TBOE MecTO KUTEIbCTBA, YueObl, TBOC (PMHAHCOBOE MOJIOKEHUE, OCOOCHHOCTH
XapaKTepa U pacckasbl 0 OJU3KUX - BCE OTO HAKAILJIMBACTCS B CETH.

MHorue MOAPOCTKH JIETKOMBICIICHHO OTHOCSTCS K ITyOJUKallMu JIMYHOU
nHpopmaru B MHTepHeTe, HE TTOHUMAasi BO3MOXKHBIX TOCIeNCTBUN. Thl naxke HE
CMOXeEIIb JIOTaAaThCs O TOM, 4TO oTorpadus, pasMeneHHas 5 JeT Ha3ajd, cTaja
NPUYMHOMN OTKa3a MPHUHATH TeOst Ha paboTy.

KoMmMenTapuu, pasmenienne TBoux (ororpadwuii u apyrue ACHCTBUS MOTYT
HE WCYE3HYTh JakKe IIOCJIE€ TOTO, KaK Thl MX YJalWIIb. Thl HE 3HACIHIb, KTO
COXpaHWJI 3Ty WHQPOPMAIMIO, IONaja JU OHAa B ITIOMCKOBBIE CHCTEMBI H
COXpaHWIACh JU OHA, a TJABHOE: YTO MOJYyMAalOT O TeOe OKPYXKAIOIIUEe JFOMIM,
KOTOpBIC HAaWAYyT U YBHIAT 3T0. HaiiT mH(MOpPMAIMI0 MHOTO JIET CITYCTSI CMOXKET
J000M - KaK U3 JOOPHIX MOOYKICHNH, TaK U ¢ HAMEPEHHEM IPUYUHUTH Bpe. DTO
MOKET OBITh KTO YT'OJIHO.

OcHOBHBIE COBETHI MO 3aIuTe MU(POBOI permyTauu:

1. IToxymaii, mpesxsie 4eM 4TO-TO MyOJIMKOBAaTh M MepeaaBaTh y ceds B Oyore
WJIN B COITUAJILHOM CETH;

2. B Hacrtpoiikax mpo@uis yCTaHOBH OTPAaHUYCHHS HA MPOCMOTP TBOETO
pouII U €ro COAEP>KUMOTO, CAENANi ero TOJNBKO "ist npy3eit';

3. He pa3memiaii u He ykaspiBail MH(MOpPMAIHIO, KOTOpas MOXKET KOTro-irbo
OCKOPOJIATH HIIH OOMIKATh.

ABTOpCKOE NPaBo

CoBpeMeHHBbIE NIKOJIBHUKM - aKTUBHbIE IOJb30BaTENM  LU(POBOro
npoctpancTBa. OIHAKO JajJeKo HE BCE 3HAIOT, YTO MOJb30BAHUE MHOTHMMHU
BO3MOXKHOCTSIMU  IIU(ppoBOro  Mupa TpeOyeT  CcOOMIOJeHUs TMpaB  Ha
MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTD.

Tepmun "uUHTeNNIEKTyallbHasi COOCTBEHHOCTh" OTHOCUTCS K Pa3IU4YHbIM
TBOPEHHUSIM YEJIOBEUECKOTr0 yMa, HAauWHAsi C HOBBIX HM300pETEHUN M 3HAKOB,



0003HayaroMuUX COOCTBEHHOCTh HA MPOJYKTHI U YCIYI'H, U 3aKaHYMBasi KHUTAMH,
¢dotorpadusimu, KUHOPUIBMAMU U MY3bIKaJIbHBIMHU HPOU3BEACHUSIMHU.

ABTOpCKHE MpaBa - 3TO IpaBa HAa HHTEJUIEKTYyaJIbHYIO COOCTBEHHOCTh Ha
MIPOU3BEACHUS HAYKH, JIUTEPATypPbl U UCKYCCTBA. ABTOPCKHE MpaBa BHICTYNAIOT B
KAauecTBE TapaHTUU TOr0, YTO HMHTEJUIEKTYyaJIbHBIA/TBOPUYECKUN TpPyA aBTOpa He
OyIeT HampacHbIM, JacT €My CIpPaBeIJUBbIE BO3MOXXHOCTU 3apaboTaTh Ha
pe3ysbTaTax CBOETO TpyJa, MOJYyYUTh HM3BECTHOCTh M Mpu3HaHue. Hukro 0Oe3
pa3pelleHus aBTOpa HE  MOXET BOCIPOM3BOJIUTH €ro  MPOU3BEICHHUE,
pacupocTpaHsaTh, NYOJIMYHO JEMOHCTPUPOBATh, NPOJaBaTh, HMIIOPTUPOBATH,
NycKaTh B MPOKAT, MyOJUYHO HMCHOJHATH, MOKA3bIBATH/UCIONHATh B 3UpE WIH
pa3meniath B IHTEpHETE.

Hcnonb3oBanue "mupaTckoro” mporpaMMHOI0 00eCieYeH s MOKET MPUBECTU
K MHOTMM PHCKaM: OT MOTEPU JIAHHBIX K TBOUM aKKayHTaM J10 OJIOKMPOBKH TBOETO
YCTPOMCTBA, TIJ€ YCTAHOBJIEHA HeJeranbHas Iporpamma. He crour Ttakxke
3a0bIBaTh, YTO CYIIECTBYIOT JIeTajbHble M OECIUIaTHbIE MPOrPaMMbl, KOTOpHIE
MO>KHO HANTH B CETH.

O nopraJe

CGTGBI/I‘{OK.p(b - TBOM TI'JIaBHBIM COBETYHK B CETH. 3,Z[€CB Thbl MOJKCIIb Y3HATh O
0e30IIaCHOCTH B CETH MHOHATHBEIM H AJOCTYIIHBIM A3BIKOM, d IIPH BO3HUKHOBCHHNU
KpHTH‘IGCKOﬁ CUTyallun 06paTI/ITBCH 3a COBETOM. A Takxke IIpUHATL Yy4aCTHC B
KOHKYpCaX U CTaTb CaMbIM I_II/I(l)pOBBIM Fpa)K,ZIaHI/IHOM!
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